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Benefits
> �Increase your employees 
productivity by keeping their 
inboxes clean

> �Protect employees against 
identity theft, banking scams 
and other tricks

> �Prevent network outages and 
data loss caused by malware 
infection

> �Reduce legal liability risks 
by automatically encrypting 
e-mails 

> �Free up your internet line 
through early email rejection

> �Reduce daily admin workload 
through quarantine self-
management

”With Astaro Mail Security our 
manual intervention dropped by 
over 75%.”

Michael Mierwinski, CIO Mid-
America Overseas

Productive
Filter Spam

Accurately identify spam in 
any language via 10 different 
detection methods - regardless of 
content.

Simplify Mail Management

Let users manage their own mail 
quarantine and define individual 
black-/whitelists via a localized 
UserPortal

Secure
Stop Malware

Block viruses, phishing and other 
unwanted E-Mails via dual virus 
scanners, MIME type and exten-
sion filters.

Encrypt E-Mail

Transparently encrypt emails on 
the gateway (S/MIME,OpenPGP) 
- no client software or end-user 
training needed.

Efficient
Reputation Filter

Identify and reject up to 90% 
of unwanted e-mails based on 
reputation before the actual email 
is transferred.

Sync User Directory

Active Directory & eDirectory 
integration automatically syncs 
users and groups simplifying mail 
policy configuration.

E-mails spread the majority of harmful content that damages network environments today; 
spam messages clog users inboxes, and unprotected e-mail messaging can carelessly 
disclose sensitive information or even violate compliance regulations. 

The Astaro Security Gateway Mail Security subscription combines accurate, high-capacity 
mail filtering and encryption with convenient mail management tools for administrators 
and employees.
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Try Now!
Test Mail Security free for 30 
days at: 

www.astaro.com/en/freetrial
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Click through a live demo of the GUI yourself at http://demo.astaro.com 
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User Interface

Visit us at www.astaro.com or contact the Astaro solutions partner close to you.
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Antispam

> �Reputation service with spam 
outbreak monitoring based on 
patented Recurrent-Pattern-
Detection technology

> �Advanced spam detection 
techniques: RBL, heuristics, SPF 
checking, BATV, URL scanning, 
greylisting, HELO & RDNS 
checks, expression filter, recipient 
verification

> �Block spam and malware during 
the SMTP transaction

> �Detects phishing URLs within 
e-mails

> �Global & per-user domain and 
address black/white lists

> �Recipient Verification against 
Active Directory account

Malware scanning

> �E-mail scanning with SMTP and 
POP3 support 

> �Dual antivirus engines with over 
800,000 patterns

> �Archived and compressed attach-
ment scanning with deep-level 
support 

> �Scan embedded mail formats 

> �Blocks malicious and unwanted 
files with MIME type checking 

> �Quarantine unscannable or 
oversized messages

> �Filter mail for unlimited domains 
and mailboxes

> �Automatic signature and pattern 
updates via Astaro‘s Up2Date 
service

Encryption

> �Transparent en-/decryption and 
digital signing for SMTP e-mails

> �Completely transparent, no ad-
ditional software or client required 

> �Supports S/MIME, OpenPGP, and 
TLS standards

> �PGP key server support

> �Allows content/virus scanning 
even for encrypted e-mails

> �Central management of all keys 
and certificates - no key or certifi-
cate distribution required

Management

> �User Quarantine Report mailed 
out daily at customizable times

> �Astaro Log Management Service 
Support

> �Customizable UserPortal for 
end-user mail management, in 15 
languages 

> �Anonymization of reporting data 
to enforce privacy policy

> �Over 50 Integrated reports

> �PDF and CSV exporting of reports

> �Daily, archivable executive reports 
delivered by e-mail

> �Customizable e-mail footers and 
disclaimers

> �Setup wizard and context sensi-
tive online help

Features

Technical Specifications

Appliance ASG 110 ASG 120 ASG 220 ASG 320 ASG 425 ASG 525 ASG 625

Recommended Users 10 25 75 200 600 1300 2000

E-mail Throughput (seen E-mails/h) 250,000 250,000 400,000 600,000 1,200,000 1,500,000 2,200,000

E-mail Throughput (scanned E-mails/h) 40,000 40,000 52,000 78,000 130,000 200,000 250,000
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