EEtERD Connect With Confidence

internet security

WEB APPLICATION SECURITY
DATASHEET

5 Lnmmm

Keep Hackers Out Of Your Web Server

Operating secure web servers or services is a tough challenge today as many modern
methods exist to attack such systems. Techniques like SQL injection, cross-site scripting TI“\[ Now!
and cookie poisoning are used to gain access, steal data like credit card information, or

- - Test Web Application
infect your customers with malware.

Security free for 30 Days:
Astaro Web Application Security protects you against common threats, stops data loss,
and aids compliance requirements like PCI.

" Benefits

\ > Instant protection without
changing your web server code

Partner . .
> Stop intruders from manipulat-

" ing your web content

Internet >Prevent data loss of credit
! m cards and customer records
> Protect your web server from

spreading viruses

Web User

'SQL Injection, cookie
poisoning, XSS,...

>Increase webserver perfor-
mance by offloading SSL
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"As a basic web server admin,

I couldn't easily fix us if we got
hacked. Web Application Secu-
rity keeps me at ease and didn’t
force me to learn about the
ways all those attacks work.”

Joe Delucia, IT Admin
Forward Planning Concepts
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User Interface

Click through a live demo of the GUI yourself at http://demo.astaro.com

Create WAF Profile

| # New Real Web Server | &

I Q, Discover Web Servers |
lf’ Edit
E] * Delete

|.= clone |
# Edit
% Delete

Name: IFulI Protection

()@ Web Server1 [Our Primary Server]
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Performance Data

Physical server definitions

Virtual server mapping

Appliance Model ASG 110 ASG 120
Server requests per second 105 105
Web Application Firewall throughput (Mbps) 90 90
Antivirus Throughput (Mbps) 82 82

ASG 220 ASG 320

220 260
200 240
180 215

ASG 425

ASG 525 ASG 625
350 400
320 365
290 330

Security

>URL Hardening engine

>Form Hardening engine

> Deep-linking control

> Directory traversal prevention
>SQL Injection protection

> Cross-Site Scripting protection
>Dual Antivirus engines

>HTTPS (SSL) encryption offloading

> Cookie Signing with digital
signatures

Usability

> Auto server discovery scans
attached networks and identifies
web servers

> Integrated load balancer spreads
visitors across multiple servers

> Predefined Firewall Profiles for
Microsoft Outlook Web Access
(OWA)

> Quick Server switch allows easy
maintenance

Logging and Reporting

> Full transaction log of all activity
in human-readable format

>Astaro Log Management Service
Support

> Auto rotating and nightly archi-
ving of log files

> Daily activity reporting and usage
graphs

> Detailed reports available on-box
without the need for separate
reporting products

>Visual reporting charts clearly
identify spikes and deviations

> Export reporting data to CSV or
PDF

Customization

> Skip individual checks in a granu-
lar fashion as required

>Match requests from source
networks or specified target URLs

> Support for logical AND/OR
operators

> Aids compatibility with various
configurations and non-standard
deployments

Visit us at www.astaro.com or contact the Astaro partner close to you.

Your Solution Partner
Symtrex Inc.

www.symtrex.com / www.astaro.ca

416-769-3000 / 866-431-8972

sales@symtrex.com /sales@astaro.ca
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