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Ensure safe and productive web use

The unrestricted usage of the Internet, unproductive applications like Facebook games,
Media Streaming, and File-Sharing Programs not only reduces employee productivity, but Try Now!
can also lead to serious legal liability. Malware hidden within downloads needs to be filtered

out to protect users and PCs from infection and data loss. Test Astaro Web Security free

for 30 Days at:

The Astaro Security Gateway Web Security subscription protects your organization and
your users and gives you absolute visibility into how they spend their time online.
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“"With Astaro Web Security our
employee casual surfing and
time-wasting dropped by about
75%."”

Michael Mierwinski, CIO Mid-
America Overseas
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User Interface

Click through a live demo of the GUI yourself at http://demo.astaro.com
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Technical Specifications

Appliance

Application control

Filtering by site category

Max. Recommended users
Web Proxy Throughput (Mbps)
Antivirus Throughput (Mbps)

ASG 110 ASG 120
10 50
120 120
45 45

ASG 220 ASG 320 ASG 425 ASG 525 ASG 625
140 320 800 2,200 3,700
260 350 360 400 490
80 140 150 220 350

Security

> Configurable Local or Cloud-Based
URL Filter database with 35
million+ sites in 96 categories and
65+ languages

> Application Control: Accurate
signatures and Layer 7 patterns
for thousands of applications:
Skype, Bittorrent, Facebook,
Youtube, UltraSurf, Salesforce,
and many more.

>Malware scanning: HTTP/S, FTP
and web-based e-mail via dual
independent AV engines

>Active Content Filter: File
extension, MIME type, Javascript,
ActiveX, Java, Flash.

>Spyware detection: incoming and
outgoing

Policies

> Authentication: Active Directo-
ry, eDirectory, LDAP, RADIUS,
TACACS+, local DB

> Single Sign On: Active Directory,
eDirectory, Apple Open Directory

>Proxy Modes: Standard, (Fully)
Transparent, Authenticated,
Single-Sign On

> Transparent captive portal with
authentication

> Supports separate filtering proxies
in different modes

>Time, user and group-based
access policies

> Allow temporary URL filter over-
rides with authentication

Management

> Per-profile settings for all filtering
options

> Cloning of security profiles

> Customizable user-messages for
events in local languages

>Company logo placement on
block-pages

> Proxy Auto Configuration via PAC
files

> Custom HTTPS verification CA
support

> Frequent URL database and virus
pattern updates

>Setup wizard and Context sensiti-
ve online help

>Windows Server 2008 Native
Mode Support

Logging and Reporting
>Astaro Log Management Service
>PDF and CSV exporting of reports

> Nightly compression and rotation
of logs

> Log file archiving: on-box, FTP,
SMB, SSH, Email, Syslog

>Hundreds of on-box reports
> Daily activity reporting

> Subscription system for report
delivery

> URL filter override report
> Per-User tracking and auditing

>Anonymization of reporting data
to enforce privacy policy

Visit us at www.astaro.com or contact the Astaro partner close to you.

Your Solution Partner
Symtrex Inc.

www.symtrex.com / www.astaro.ca

416-769-3000 / 866-431-8972

sales@symtrex.com / sales@astaro.ca
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